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CheckVirCheckVir projectproject
• Developing automatic anti-virus testing methods

(from the end of 2000)
– automatic replicating algorithms for different type of viruses
– automatic procedures for testing AV software

• Anti-virus testing monthly
(from April 2002)
– testing on-access and on-demand scanner on 1 or 2 platforms

• CheckVir Anti-Virus Certification Program
(from January 2004)
– standard and advanced level
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Testing proceduresTesting procedures

• Replicating samples

• Classification of samples

• Executing antivirus software

• Result analysis
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Replicating samplesReplicating samples

• Using emulator (VMWare, Win4Lin,
DOSemu, …)
– not real environment in some cases
– easy to control
– easy to provide the security

• Using native environment
– real environment
– difficult to control
– difficult to provide the security
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Classification samplesClassification samples

truly infected truly infected

bad infection corrupted

removable not removable

can infect

can not
infect
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Classification samplesClassification samples

truly infected truly infected

bad infection corrupted

removable not removable

can infect

can not
infect

How to remove?

• restore the original state

• same functionality

• delete
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ExecutingExecuting antivirusantivirus
softwaresoftware

• Different settings:
– on-access or on-demand scan
– scan only or scan & kill
– different options

• Execute in one step or separate the test
collection

• Execute in real or in emulated environment
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RResultesult analysisanalysis
• Analysis of report files

Problems:
• AV has to create and store report file of all events
• difficult to distinguish between delete and kill by

delete actions

• Analysis of selected action’s results
Problems:
• antivirus products have to be executed more times
• different antivirus software – different actions
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AntiAnti--Virus CertificationVirus Certification
ProgramProgram

• Certification procedures
– on-demand scanning
– e-mail and on-access scanning
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AntiAnti--Virus CertificationVirus Certification
ProgramProgram

• Certification procedures
– on-demand scanning
– e-mail and on-access scanning

A product or a set of products
may be submitted into the
certification program.

If the case of a set of products
then they may receive the
certification TOGETHER!
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AntiAnti--Virus CertificationVirus Certification
ProgramProgram

• Certification procedures
– on-demand scanning
– e-mail and on-access scanning

• Virus set -> mix of new and old Wildlist viruses
– at least 80% from the last 3 months
– maximum 20% from previous lists

• Deadlines
– List of used viruses is published on 1st of each month
– AV products should be submitted by 10th of each month
– AV products are installed and updated by 15th of each month
– results are published about 10th of the next month
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Certification LevelsCertification Levels
• Standard Level
– Searching capability only
– Every sample has to be detected

• Advanced Level
– Searching and disinfection

capability
–Virus code has to be erased
–Disinfected object has to be the same

functionality as before infection
– Loss of information is accepted if the user

has been previously informed
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CertificationCertification resultresultss
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Future plansFuture plans
• Advanced+ Level (from July 2004)
–Restoring capability of the whole

system
–Virus code has to be erased from every

infected object
–System has to be the same

functionality as before the infection
–Modified objects (e.g. registry

database) has to be restored
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Future plansFuture plans
• Real-time AV Testing
–Automatic tests
• if new AV database exists
• if there is a new widespread virus

–Automatic analysis of results
–Automatic publication on

www.checkvir.com
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